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This study addresses cybersecurity challenges in Pakistan’s growing Internet banking
sector, where increasing digital transactions expose vulnerabilities to sophisticated

Framework, Information Security ~ fraud. Using a survey of 350 account holders, the research validates a four-layer
Cyber Defense Framework aimed at protecting personal financial data. Results
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INTRODUCTION

The proliferation of the Internet as a marketing and
communication tool represents a significant challenge
for the banking sector. Current scholarly research
indicates that the Internet continues to generate
business prospects, with numerous organizations
investing in this digital platform to conduct their
marketing operations. This widespread adoption has
enabled e-commerce to provide enhanced services and
convenience to customers. Consequently, the banking
industry has incorporated Internet banking for both
financial operations and information dissemination
regarding products and services (JANAHI, 2016).
Online banking has fundamentally transformed
traditional financial institutions (Sathye, 1999). This
banking evolution has been facilitated through the
digitization and automation of activities for
operational efficiency (Bradley & Stewart, 2003). The
Internet and web offer potential competitive
advantages for banks primarily in cost reduction and
meeting consumer demands (Chandio, 2011). This
modern online banking system presents both

highlight gaps in user awareness, security practices, and trust, emphasizing the need
for robust, adaptive cybersecurity measures. The proposed framework offers practical
guidance for banks and regulators to enhance system resilience and legal protections,
providing a tailored strategy to safeguard Pakistan’s digital banking ecosystem.

opportunities and potential negative implications
stemming  from  technological  unfamiliarity,
potentially increasing customer financial risks and
damaging bank reputations. In Pakistan, Internet
banking remains a relatively recent development
expected to expand with increased computer and
Internet service penetration, robust legal frameworks,
alleviation of online transaction security concerns,
and improved communication reliability (Electronic
Banking in Pakistan, 2018). The increasing use of the
Internet and global online networks has created new
commercial opportunities and trading relationships
while simultaneously providing sophisticated avenues
for fraudulent activities. Governmental authorities
have responded with more stringent cyber legislation,
often through international collaboration to establish
common transparency and accountability standards
globally (Lavion, 2018). The prevalence of companies
with limited awareness of their fraud exposure
remains concerning. This year's Global Economic
Crime and Fraud Survey, comprising insights from
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over 7,200 participants across 123 territories,
endeavors to expose fraud issues and illuminate
critical strategic challenges confronting organizations.
In developing nations such as Pakistan, banking fraud
has evolved into a fundamental business concern,
primarily due to the expanded magnitude and
influence of fraudulent activities in our digital
environment. Indeed, it could almost be considered a
significant industry in its own right (Lavion, 2018).
Pakistani banking institutions currently navigate a
continuous stream of cyber security challenges—
whether internal, external, or regulatory. The current
climate necessitates an innovative, more
comprehensive view of security threats, one that
acknowledges the genuine nature of the risk not
merely as operational overhead but as a shadow
industry capable of permeating every domain, sector,
and function. The obscured nature of these threats
makes inadequate awareness within the banking
sector particularly hazardous. The pertinent question
is not whether your institution experiences fraud, but
rather your cognizance of how this threat impacts your
organization and clientele. A proactive, fully informed
approach to combating these issues is essential
(Bradley &  Stewart, 2003, Lavion, 2018).
Consequently, this research will assess both evident
cyber security threats facing Pakistan's banking sector
and identify the perceptual limitations preventing a
comprehensive understanding of the situation.

Literature Review

The contemporary advancements in mobile and cloud
computing, electronic commerce, and social
applications are fundamentally altering business
perspectives globally. Organizations are formulating
strategies to harness the unexplored advantages of
these technological innovations for information
exchange and internet-based commercial activities
(Broadhurst & Chang, 2013). In this Information
Technology era, novel developments are impacting all
aspects of society. Various organizations, including
the banking sector, are integrating IT solutions to
enhance productivity and expand their clientele.
Banks worldwide are increasingly implementing
Internet Banking services. The necessity for Electronic
Banking emerged in South Asia approximately 5-7
years ago, establishing itself as a crucial component for
effective banking management. The financial industry

recognized this shift promptly, with Pakistani banks
transitioning from traditional ledger systems to
computerized operations. Despite foreign banks
introducing this concept to South Asia, they have yet
to implement advanced Internet Banking services in
Pakistan (Electronic Banking in Pakistan, 2018).
Information technology serves financial services by
enhancing operational efficiency, improving customer
service, mitigating risks, and supporting strategic
decisions. Pakistan's government has instructed the
State Bank to permit internet merchant accounts for
electronic fund transfers, redesign foreign trade
processes, accept electronic orders, establish e-
commerce divisions in financial institutions, and
facilitate electronic clearing and reporting across all
banks (Pakistan, 2018).

Approximately eighty percent of total business
transactions occur online, necessitating robust
security measures to minimize transaction failures and
customer dissatisfaction. Cyber Security extends
beyond protecting an organization's local IT
infrastructure to encompass broader network and
technological ~frameworks (Gartenstein-Ross &
Dabruzzi, 2007). The significance of cyber security is
paramount in the development and implementation
of critical computing and communication

infrastructure (Hecht, 2007).

Cybersecurity in Internet Banking

The rapid digitization of financial services has made
internet banking a cornerstone of modern banking
systems. However, this transformation has also
exposed account holders to a range of cyber threats
including identity theft, phishing, malware attacks,
and unauthorized access(Jameaba & Ssenyonga
Jameaba, 2022). Cybersecurity in banking refers to the
technologies and practices designed to safeguard
digital assets, customer data, and transactional
integrity(Adejumo & Ogburie, 2025). Recent research
and industry guidelines emphasize a range of best
practices to safeguard personal information in online
banking environments. Key measures include multi-
factor authentication (MFA), which strengthens
identity verification through multiple credentials
beyond traditional passwords, and end-to-end
encryption(Ahmed & Jafri, 2024), which ensures that
sensitive  data  remains  confidential  during
transmission. Biometric authentication methods such
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as fingerprint and facial recognition offer secure, user-
friendly access(Morake, 2021). The use of official
banking apps equipped with encryption and
sandboxing further fortifies the mobile banking
experience(Khang, 2025). Real-time transaction
monitoring aids in the early detection of suspicious
activity, while proactive user education and phishing
awareness campaigns empower customers to identify
and avoid common scams(Gadimov & Birihanu,
2025). Together, these strategies create a robust
framework for digital banking security.

Cybersecurity Landscape in Pakistan

Pakistan’s National Cyber Security Policy 2021 sets
forth comprehensive objectives for safeguarding
digital infrastructure, with a particular focus on
systems(Saleem et al., 2024).
Complementing this, the State Bank of Pakistan
(SBP) has introduced formal regulations for internet

financial

banking security, prioritizing risk mitigation,
authentication protocols, monitoring systems, and
user awareness(Ahmed & Jafri, 2024). However,
practical challenges persist most notably in regulatory
enforcement, technological adoption, and public
confidence in digital platforms. The optimized
framework developed in this study responds to these
gaps through a layered, context-aware approach
tailored to the Pakistani banking environment.
Notably, existing literature, though rich in global
models, offers limited insights for developing
economies like Pakistan. Key omissions include
locally adapted cybersecurity strategies, consideration
of wuser behavior and cultural context, and

mechanisms for realtime accountability in digital
banking(Ahmed & Jafri, 2024). This research
advances the discourse by addressing those limitations
and offering a framework built on empirical
validation and regional relevanceProposed

Research Framework and Global Cybersecurity
Frameworks

Globally acknowledged cybersecurity frameworks
including NIST CSF, ISO/IEC 27001, and CIS
Controls offer systematic methodologies for
safeguarding digital systems(Luis Salas-Riega et al.,
2025). They highlight key security dimensions such as
preventive measures e.g., encryption, access control,
and secure configurations), detective capabilities like
system monitoring, anomaly identification, and audit
logging, responsive protocols focused on incident
handling and recovery, and governance mechanisms
that ensure compliance, transparency, and
continuous advancement. The four-layer framework
proposed in this research study effectively
encapsulates these core principles, presenting a
streamlined and contextually adapted model
specifically designed for the digital banking landscape
in Pakistan.
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INFORMATION SECURITY
PROTECTION FRAMEWORK
FOR ACCOUNT HOLDERS

PREVENTIVE LAYEF
: Fraud Deterrence H Fraud Prevention \

w Fraud Policy

" Fraud Detection | Fraud Analysis \

Fraud Mitigation

 Fraud Investigation \ Fraud Prosecution \

Figure 1 Proposed Research Framework

Table 1

Studies on Cybersecurity in Digital Banking

Findings

Cybersecurity Threats in Digital Banking: A
Comprehensive Analysis

- Explores phishing, ransomware, and DDoS
attacks in banking

- Proposes multi-layered defense strategies
including zero trust architecture and threat
intelligence sharing

- Highlights a 91% increase in credential harvesting
attempts in financial institutions

Cybersecurity in Banking and Financial Services:
Protecting Digital Assets

- Focuses on identity theft, fraud prevention, and
future cybersecurity trends

- Emphasizes the role of encryption,
authentication, and secure development practices

Cybersecurity Risks in Online Banking: A Detailed
Review and Preventive Strategies

- Evaluates recent cyber incidents and their
financial impact

- Recommends Al, Big Data analytics, and
continuous risk assessment for resilience

An Integrated Cybersecurity Risk Management
Framework for Online Banking Systems

- Proposes a threat-based risk model tailored for
banking environments
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Studies on Cybersecurity in Digital Banking Findings

- Assesses vulnerabilities and mitigation strategies
with real-world applicability

Compares Pakistan’s cybersecurity posture with
countries like the US, India, and Singapore
Highlights gaps in governance, institutional
coordination, and policy implementation
Analyzes the National Cyber Security Policy 2021
Identifies weaknesses in legislative enforcement
and institutional readiness

A Survey of Cybersecurity Laws, Regulations, and
Policies in Technologically Advanced Nations: A
Case Study of Pakistan

Implementation Strategies of Cybersecurity in
Pakistan

Discusses governance issues, lack of strategic
oversight, and the need for a National Cyber
Security Authority

Offers recommendations for improving
institutional synergy and policy execution

Pakistan’s Cyber Security Governance: Challenges
and Way Forward

In Table 1 these studies collectively reinforce the
relevance and strength of the proposed framework by
affirming the necessity of a multi-layered cybersecurity
approach, mirroring the proposed four-layer model.
They underscore the importance of adapting
international best practices to align with Pakistan’s
specific regulatory and technological context.
Moreover, they expose critical shortcomings in
existing frameworks particularly in responsiveness and
accountability that proposed optimized solution is
designed to address. The literature underscores the
critical multi-layered cybersecurity
internet banking. The proposed
comprising  Preventive, Detective,
Responsive, and Accountability layers is
supported by global best practices and national policy
directives. It offers a promising solution to enhance
the protection of personal information for account
holders in Pakistan’s digital banking landscape.

need for a
approach in
framework

well-

Methodology

This study involved the whole population of banks in
Pakistan. As of 30 January 2025, there is a total of 7
public banks, and 11 private banks in Pakistan that
consist of 10 local and 8 foreign banks as recorded in
the data obtained from State Bank of Pakistan website
at  https://www.sbp.org.pk/psd/2015/c3-annexure-
a.pdf#. This study employed a quantitative descriptive
research design to evaluate the efficacy and perception
of a four-layer cybersecurity framework. Preventive,
Detective, Responsive, and Accountability in
safeguarding the personal information of bank

account holders using internet banking in Pakistan.
Data were collected through a structured survey
questionnaire administered to a purposefully selected
sample of seven internet banking users, representing
both public and private sector banks(Moser &
Korstjens, 2018). The questionnaire comprised
Likert-scale items designed to measure participants'
awareness, trust, and experience across the four
framework layers. This study employed a quantitative
descriptive research design to evaluate the efficacy and
perception of a fourlayer cybersecurity framework.
Preventive, Detective, Responsive, and Accountability
in safeguarding the personal information of bank
account holders using internet banking in Pakistan. A
total of 700 structured survey questionnaires were
distributed among internet banking users in both
public and private sector banks, selected through
purposive sampling. Of these, 350 completed
responses were received, yielding a response rate of
50%.

The  questionnaire  incorporated  Likert-scale
measurements designed to evaluate users' cognizance,
confidence, and interaction throughout the four
dimensions of the framework (Akter et al., 2013). The
survey instrument was formulated according to the
suggested investigative structure and additional
scholarly works concerning digital protection and
protected online financial platforms. Survey
components encompassed multiple categories:
Section A gathered participant background
information including chronological age, professional
history, sex categorization, professional role, etc.
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Section B aimed to measure participants'
understanding of digital safety risks and overall
knowledge about protective measures, while Section
C examined banking technological foundation,
offerings, data architecture, and other pertinent
topics. Analytical procedures employed fundamental
statistical calculations (arithmetic average,
distribution  counts, variance measures) to
comprehend patterns and user perspectives, alongside
internal consistency verification utilizing Cronbach's
alpha coefficient to confirm measurement reliability.
Contrastive methodologies were implemented to
investigate perceptual variations between consumers
of state-owned and independent banking networks.
All principles of research ethics including informed
consent, privacy protection, and responsible

ii. Table 3 Descriptive Statistics per Construct

information management were strictly adhered to
throughout the investigation process (Jamieson,

2004).

Data Analysis and Results
i.  Demographics

A total of 350 responses were analyzed for the study,
representing a diverse sample from Pakistan’s banking
sector in Table 2. Of these, 217 respondents (62%)
were affiliated with public sector banks, while the
remaining 133 respondents (38%) belonged to private
sector banks. This neareven distribution offers a
balanced perspective, enabling comparative insights
between public and private banking institutions.

Construct Mean Standard Deviation (SD) Dominant Response

Fraud Deterrence (FD) = 3.92 0.73 Agree
Fraud Prevention (FP) 4.05 0.68 Agree
Fraud Detection (FD) 4.02 0.72 Agree
Fraud Mitigation (FM) 3.88 0.79 Agree
Fraud Analysis (FA) 4.10 0.64 Agree
Fraud Policy (FP) 4.00 0.70 Agree
Fraud Investigation (FI) =~ 3.85 0.75 Agree

Fraud Prosecution (FPR) = 3.80 0.78 Neither agree nor disagree to Agree

Based on the descriptive statistics in Table 3,
respondents showed a generally positive perception
across all fraud-related constructs measured in the
study. The highest mean score was observed for Fraud
Analysis M = 4.10, SD = 0.64), indicating strong
agreement and perceived importance of analytical
measures in combating fraud. This was closely
followed by Fraud Prevention (M = 4.05, SD = 0.68)
and Fraud Detection M = 4.02, SD = 0.72),
suggesting respondents value proactive and reactive
mechanisms almost equally. Fraud Policy M = 4.00,
SD = 0.70) also received strong endorsement,

iii.  Table 4 Reliability Analysis - Cronbach’s Alpha

Construct
Fraud Deterrence
Fraud Prevention
Fraud Detection
Fraud Mitigation

Fraud Analysis
Fraud Policy

reflecting the significance of formalized guidelines.
Meanwhile, constructs like Fraud Deterrence, Fraud
Mitigation, and Fraud Investigation scored slightly
lower but still maintained agreement levels, with
mean scores ranging from 3.85 to 3.92. Fraud
Prosecution had the lowest mean score (M = 3.80, SD
= 0.78), indicating more neutral views, spanning from
“neither agree nor disagree” to “agree.” Overall, these
findings highlight widespread consensus among
respondents in favor of strategic fraud management
elements, with emphasis on analysis, prevention, and
detection.

Cronbach’s Alpha
0.82
0.85
0.84
0.81
0.86
0.83
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Construct
Fraud Investigation
Fraud Prosecution

The reliability analysis using Cronbach’s Alpha in
Table 4 revealed strong internal consistency across all
measured constructs in the study. Fraud Analysis
demonstrated the highest reliability with an alpha of
0.86, signifying a high degree of agreement among
items within that scale. Fraud Prevention (a = 0.85)
and Fraud Detection (a = 0.84) also showed excellent
reliability, underscoring the robustness of these
constructs in the context of cybersecurity practices.
Constructs such as Fraud Policy (a = 0.83), Fraud
Deterrence (o = 0.82), and Fraud Mitigation (ot = 0.81)
maintained solid reliability, confirming their
relevance and coherence within the framework. Fraud
Investigation and Fraud Prosecution yielded slightly
lower but still acceptable alpha values of 0.80 and
0.79, respectively, indicating consistent measurement.
Overall, the analysis confirms the soundness of the
instrument used, with all constructs exceeding the
commonly accepted threshold of 0.70 for reliability in
social science research.

Discussion

Recent studies have emphasized the growing need for
robust cybersecurity frameworks tailored to the
financial sector. For instance, a study conducted a
comprehensive review of cybersecurity practices across
financial institutions and concluded that existing
frameworks(Adejumo &  Ogburie, 2025) while
foundational are increasingly inadequate against
evolving threats. Their study advocated for adaptable,
technology-driven models that integrate regulatory
agility and stakeholder collaboration(Paul et al.,
2023). Compared to current study findings, which
show strong user confidence in fraud analysis (Mean
= 4.10, Cronbach’s a = 0.86), the proposed
demonstrates  higher  perceived
effectiveness in analytical and policy-driven layers than
those reported in previous studies reference above.
Similarly, the research study proposed an integrated
cybersecurity risk management framework for online
banking systems, emphasizing threat modeling and
contextual risk assessment(Azura et al., 2025). Their
evaluation  highlighted gaps in  realtime
responsiveness and user trust. The findings of data

framework
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Cronbach’s Alpha
0.80
0.79

analysis, however, show relatively strong scores in
fraud mitigation (Mean = 3.88, a = 0.81) and fraud
detection (Mean = 4.02, a = 0.84), suggesting that
Pakistani account holders perceive their banks as
more responsive and technologically equipped than
the global average reported in the recent studies. In
another study, cybersecurity risks in Indian and South
African banking were evaluated, revealing moderate
user confidence in fraud prosecution and
investigation =~ mechanisms(Afzal et al., 2024;
Akinbowale et al., 2024). The research findings align
with this trend, showing lower scores in fraud
prosecution (Mean = 3.80, a = 0.79), indicating that
legal follow-up and victim compensation remain areas
of concern across developing economies. Overall, the
proposed optimized framework not only aligns with
global best practices but also addresses localized gaps
in  responsiveness and  accountability.  The
comparative strength in fraud analysis and policy
perception among Pakistani users suggests that banks
are making strides in strategic cybersecurity planning,
though legal enforcement and prosecution
mechanisms require further development.

Conclusion

This study offers a localized, empirically validated
cybersecurity framework tailored to the specific
challenges of internet banking in Pakistan. By
addressing fraud detection, mitigation, policy
formation, and prosecution layers, the framework
enhances technological resilience and deepens user
trust. The data highlights strong user confidence in
analytical layers, particularly fraud analysis (Mean =
4.10, oo = 0.86) and detection (Mean = 4.02, o = 0.84),
suggesting that Pakistani banks have made notable
strides in countering digital threats. However,
moderate scores in fraud prosecution (Mean = 3.80,
= 0.79) indicate persistent gaps in legal redress and
victim support issues common across emerging
economies for further institutional and legal
reinforcement  to improve enforcement and
accountability(Rusydi, = 2024).  This  research
introduces a context-sensitive, empirically supported
cybersecurity framework designed to safeguard
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personal information within Pakistan’s internet
banking system. The four-layer model encompassing
fraud deterrence, prevention, detection, mitigation,
analysis, policy, investigation, and prosecution
captures a comprehensive approach aligned with both
global standards and localized challenges (Asaju,
2024; Pham & Nguyen, 2023).

Practical Implications and Future work

The findings of this study hold valuable practical
implications for stakeholders in Pakistan’s financial
sector. Banks can use the proposed framework to
fortify digital security operations, improve incident
responsiveness, and enhance customer confidence,
while regulators may draw from its layered design to
strengthen national cybersecurity policies and legal
enforcement mechanisms. Technology developers can
also apply these insights to create adaptive banking
platforms embedded with  proactive  fraud
management tools. Looking forward, future research
should explore longitudinal assessments of framework
effectiveness over time, incorporate Al-driven fraud
prediction models, and investigate the influence of
user behavior and digital literacy on cybersecurity
outcomes. Expanding the framework through cross-
country comparisons and deeper integration of
behavioral dimensions will further enhance its
robustness and global relevance.
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